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After Miriam H. (Minor) admitted to having committed petty theft, she was declared a ward of the juvenile court.  (See Welf. & Inst. Code, § 602.)
  The juvenile court placed Minor on probation and imposed a number of conditions.  One of the conditions requires Minor to submit to warrantless searches of any of her electronic devices and to provide her passwords to the probation officer or a peace officer upon request.

On appeal, Minor challenges the electronic search condition.  She contends (1) it is invalid under People v. Lent (1975) 15 Cal.3d 481 (Lent); (2) it is unconstitutionally overbroad; and (3) it violates the California Invasion of Privacy Act (Pen. Code, § 630, et seq.).  We conclude the condition is valid under Lent.  We further conclude we must remand the matter to the juvenile court so that it may impose a more narrowly tailored condition that will protect Minor’s privacy interests.  Finally, we decline to reach Minor’s argument regarding the California Invasion of Privacy Act.
Factual and Procedural Background

On July 28, 2014, officers from the San Francisco Police Department were dispatched to Macy’s department store regarding a shoplifting incident.
  When they arrived, the officers spoke to Candace Collier, a Macy’s loss prevention agent, who described what had happened. 

Collier said she had been conducting routine closed circuit television surveillance of the store’s fragrance department when she saw four unidentified females enter the juniors department.  The young women selected various items and then all four of them entered the same fitting room.  When the women left the fitting room, another loss prevention officer checked the room “and confirmed that there was merchandise missing by their color and count method.”  The young women passed fully staffed cash registers without paying and exited the store onto Geary Street with the merchandise still in their possession.  Two Macy’s loss prevention officers identified themselves and recovered the merchandise.  Collier said Minor was in possession of items of clothing with a total value of $402.  All of the young women were laughing and thought the incident was no big deal. 

On August 19, 2014, the San Francisco County District Attorney filed a wardship petition (§ 602) alleging that Minor, age 16, had committed petty theft (Pen. Code, § 484, subd. (a)).  Minor admitted the allegation on December 2.  The San Francisco Superior Court ordered the matter transferred to Alameda County for disposition, and on January 22, 2015, the Alameda County Juvenile Court accepted the transfer of Minor’s case.  

At the dispositional hearing on February 23, 2015, the court adjudged Minor a ward of the court and placed her on formal juvenile probation with various terms and conditions, including that she “submit to . . . a search of [her] person, any containers [she] may have or own, . . . and electronics including passwords day or night upon request of the Probation Officer or peace officer[.]”
  

Minor’s counsel objected to what he referred to as the “social media search condition[.]”  Citing Lent, supra, 15 Cal.3d 481 and People v. Ebertowski (2014) 228 Cal.App.4th 1170 (Ebertowski), counsel argued there was “a lack of a factual nexus in anything presented in this court to support imposing such a condition.”  The juvenile court overruled the objection, stating:  “The Ebertowski case, I believe, is right on point, and I’m happy to use that as my authority as well.  Given all of her issues regarding lack of going to school, her personal safety issues, serious leaving the home, I think in order to be able, to properly be able, to track her behavior, that it’s very, very important that we be able to use the personal electronics.  It’s very important, too, that we have to be able to properly supervise her on probation.” 

Minor filed a timely notice of appeal on March 6, 2015. 
Discussion

Minor first contends the electronic search condition is invalid under Lent.  Second, she argues it is unconstitutionally overbroad.  Third, Minor asserts the condition must be stricken because it might violate the privacy rights of third parties.  We address these issues in the order presented.
I.
The Electronic Search Condition Is Valid Under Lent.

Minor contends the electronic search condition is unreasonable under Lent.  The crux of her argument is that there is no factual nexus between the adjudicated offense and cell phone use, and thus the condition cannot be reasonably related to future criminality.  We will examine her arguments after setting forth the applicable law and our standard of review.
A.
Governing Law and Standard of Review

Under section 730, subdivision (b), a juvenile court may impose on a probationer “any and all reasonable conditions that it may determine fitting and proper to the end that justice may be done and the reformation and rehabilitation of the ward enhanced.”  Juvenile courts enjoy broad discretion to craft conditions of probation for the purpose of rehabilitating minors.  (In re Josh W. (1997) 55 Cal.App.4th 1, 5.)  Because juvenile probation is not an act of leniency but rather an element of the ward’s rehabilitation, “a condition of probation that would be unconstitutional or otherwise improper for an adult probationer may be permissible for a minor under the supervision of the juvenile court.”  (In re Tyrell J. (1994) 8 Cal.4th 68, 81; accord, In re Sheena K. (2007) 40 Cal.4th 875, 889.)

“ ‘A condition of probation will not be held invalid unless it “(1) has no relationship to the crime of which the offender was convicted, (2) relates to conduct which is not in itself criminal, and (3) requires or forbids conduct which is not reasonably related to future criminality. . . .” ’ ”  (In re R.V. (2009) 171 Cal.App.4th 239, 246 (R.V.), quoting Lent, supra, 15 Cal.3d at p. 486.)  The Lent test applies to juvenile court probation orders.  (In re Josh W., supra, 55 Cal.App.4th at p. 6.)  The California Supreme Court has explained that this test “is conjunctive—all three prongs must be satisfied before a reviewing court will invalidate a probation term.”  (People v. Olguin (2008) 45 Cal.4th 375, 379 (Olguin); see R.V., supra, 171 Cal.App.4th at p. 246 [“All three factors must be present to invalidate a condition of probation.”].)

“An appellate court will not disturb the juvenile court’s broad discretion over probation conditions absent an abuse of discretion.  [Citations.]  We grant this broad discretion so that the juvenile court may serve its rehabilitative function and further the legislative policies of the juvenile court system.”  (In re Walter P. (2009) 170 Cal.App.4th 95, 100.)
B.
The Electronic Search Condition Is Reasonably Related to Future Criminality.

Minor contends imposition of the probation condition enabling a probation officer or peace officer to access all of the information on her cell phone or other electronic devices was unreasonable under Lent.
  She argues all three prongs of the Lent test are met in this case.  The People disagree.  They concede the second prong is satisfied, because cell phone use is not itself criminal.  (Erica R., supra, 240 Cal.App.4th at p. 913 [“the typical use of electronic devices . . . is not itself criminal”].)  They disagree, however, about the first and third prongs.  

As to the first prong, Minor argues the challenged probation condition has no relationship to the adjudicated offense.  (See R.V., supra, 171 Cal.App.4th at p. 246.)  She notes there is no evidence her cell phone use was related in any way to the offense she admitted.
  The People respond by claiming “[t]he court’s imposition of the condition . . . was proactive [sic], anticipating appellant’s use of such devices to resume criminal association with negative peers.  Based on its past experience with other juvenile theft suspects, the court reasonably could have believed that appellant would publicize on social media any future resumption of criminal activity or other negative impulses, including flight or self-harm.”  The People cite no authority holding that a relationship between the probation condition and the adjudicated offense may be established by the juvenile court’s belief that Minor might use social media to publicize possible future criminal activity.  Indeed, case law from this appellate district has required that there be something in the petition or the record connecting a minor’s use of electronic devices with the adjudicated offense.  (Erica R., supra, 240 Cal.App.4th at pp. 912-913 [first prong of Lent test met where there was no evidence suggesting that minor ever used electronic device to sell drugs]; see also In re P.O. (2016) 246 Cal.App.4th 288, 294 (P.O.) [first prong of Lent test satisfied “because the record contains no evidence about his use of electronic devices, much less his use of ‘electronics or social media to display drug use’ ”].)  The People have not cited, and we have not found, anything in either the petition or the record about Minor’s use of electronic devices or social media.  We therefore conclude the condition has no relationship to the offense Minor has admitted, and the first prong of Lent is therefore satisfied.

We turn, then, to the third prong.  Minor makes a perfunctory, one-sentence argument that the conduct targeted by the condition is not reasonably related to future criminality.  Given how little attention Minor devotes to this argument, we might well conclude she has forfeited it.  (See, e.g., People v. Ashmus (1991) 54 Cal.3d 932, 985, fn. 15 [claim that “is perfunctorily asserted without argument in support” is not properly raised].)  Even if we assume the argument is properly presented, it fails on the merits.

The People contend the challenged condition relates to future criminality because it will deter Minor from planning future crimes with the young women who participated in this offense.  In addition, another condition of Minor’s probation prohibits her from associating with her coparticipants.  The People contend the electronic search condition will serve to enforce the condition prohibiting contact.  Finally, because Minor has a history of running away on weekends, cutting herself, and smoking marijuana when stressed, the People argue the electronic search condition will assist probation in monitoring the location of Minor’s flight from home, her attempts to buy marijuana, and any expressions of self-harm.  

We agree with the People that the third prong of the Lent test is not satisfied, and thus the electronic search condition is valid.  We conclude the condition “reasonably relates to enabling the effective supervision of [Minor’s] compliance with other probation conditions.”  (P.O., supra, 246 Cal.App.4th at p. 295.)  The condition will allow the probation officer to monitor Minor’s compliance with the condition that she have no contact with her coparticipants in the adjudicated offense.  It will also assist the probation officer in ensuring Minor does not attempt to harm herself.
II.
The Electronic Search Condition Must Be More Narrowly Tailored to Protect Minor’s Privacy.

Minor also contends the electronic search condition is unconstitutionally overbroad.  She argues the condition infringes on her Fourth Amendment right to be free of searches unsupported by probable cause and objects that it is not narrowly tailored to her individual circumstances or public safety interests.  In Minor’s view, these defects require us to strike the condition.  The People disagree and urge us to adopt the approach of In re Malik J., supra, 240 Cal.App.4th 896 by modifying the condition without striking it.  Although we do not entirely agree with either party’s analysis, we will remand for modification of the condition.

“A probation condition . . . may be challenged as unconstitutionally vague or overbroad.  [Citation.]  . . .  A restriction is unconstitutionally overbroad . . . if it (1) ‘impinge[s] on constitutional rights,’ and (2) is not ‘tailored carefully and reasonably related to the compelling state interest in reformation and rehabilitation.’  [Citations.]  The essential question in an overbreadth challenge is the closeness of the fit between the legitimate purpose of the restriction and the burden it imposes on the defendant's constitutional rights—bearing in mind, of course, that perfection in such matters is impossible, and that practical necessity will justify some infringement.”  (In re E.O. (2010) 188 Cal.App.4th 1149, 1153.)

In arguing that the electronics search condition is overbroad, Minor relies on the United States Supreme Court’s discussion of related privacy concerns in Riley v. California (2014) 573 U.S. ___ [134 S.Ct. 2473] (Riley).  Riley held that law enforcement officers generally must secure a warrant before searching the digital content of a cell phone incident to an arrest.  (Id. at p. 2493.)  The court distinguished a search of a modern cell phone’s contents from the search of other property found during a typical arrest search of the person.  A cell phone “not only contains in digital form many sensitive records previously found in the home; it also contains a broad array of private information never found in a home in any form—unless the phone is.”  (Id. at p. 2491.)


We agree that “[m]odern cell phones are not just another technological convenience.  With all they contain and all they may reveal, they hold for many Americans ‘the privacies of life’ [citation].”  (Riley, supra, 134 S.Ct. at pp. 2494–2495.)  Nevertheless, we find Riley distinguishable and of limited utility in analyzing this case.  Unlike the arrestee in Riley, who had not yet been convicted of any crime, Minor admitted to having committed a crime and is a ward of the juvenile court.  Accordingly, her privacy interests are far more limited than those of the Riley arrestee.  (In re Antonio R. (2000) 78 Cal.App.4th 937, 941 [juvenile’s constitutional rights more circumscribed than adult’s]; see In re Jaime P. (2006) 40 Cal.4th 128, 134 [privacy rights of a probationer are “diminished”].)

The People appear to concede Minor has a privacy interest, albeit a “reduced” one, in the information stored in her cell phone or other electronic devices.  We, too, agree the search condition implicates Minor’s constitutional privacy rights.  (See People v. Appleton (2016) 245 Cal.App.4th 717, 719, 727 (Appleton) [Sixth District Court of Appeal holding electronic search condition, applied to adult probationer, was overbroad].)  In Appleton, the defendant pleaded no contest to false imprisonment and admitted meeting his minor victim through a social media application.  (Id. at pp. 719–720.)  Thus, the electronic search condition was reasonable under Lent’s first prong because “ ‘either social media or some kind of computer software’ was involved in the offense.”  (Id. at p. 724.)


Appleton went on to address overbreadth, first recognizing that “[i]t is well established that individuals retain a constitutionally protected expectation of privacy in the contents of their own computers.”  (Appleton, supra, 245 Cal.App.4th at p. 724.)  The court further explained:  “Although [the majority of the cases from the First District] concerned juveniles, we generally agree with their reasoning relating to computer search conditions.  Like the conditions at issue in those cases, the probation condition here would allow for searches of vast amounts of personal information unrelated to defendant’s criminal conduct or his potential for future criminality.  Furthermore, the state’s interest here—monitoring whether defendant uses social media to contact minors for unlawful purposes—could be served through narrower means.”  (Id. at p. 727.)  The condition was stricken and the matter remanded “because the trial court may be able to impose a valid condition more narrowly tailored to the state’s interests[.]”  (Ibid.)


Here, the probation condition is similar in that it has not been narrowly tailored to promote Minor’s rehabilitation and the public’s protection.  “Cell phones differ in both a quantitative and a qualitative sense from other objects that might be kept on [a] person.  The term ‘cell phone’ is itself misleading shorthand; many of these devices are in fact minicomputers that also happen to have the capacity to be used as a telephone.  They could just as easily be called cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries, albums, televisions, maps, or newspapers.”  (Riley, supra, 134 S.Ct. at p. 2489.)  The juvenile court did not tailor the condition by limiting the types of data (whether on an electronic device or accessible through an electronic device) that may be searched.  While a probation condition can infringe Minor’s privacy interests, it can do so only to the extent the information searched is reasonably likely to yield evidence of matters such as drug use, attempts at self-harm, flight from home, contact with coparticipants, or other criminal activity and noncompliance with probation conditions. Accordingly, we will strike the condition and remand to the juvenile court so it may impose a narrowed condition that does not unduly infringe on Minor’s privacy rights.  
III.
Minor Lacks Standing to Assert the Privacy Rights of Third Parties.

Finally, Minor argues the condition must be stricken because it poses a risk of illegal eavesdropping in violation of the California Invasion of Privacy Act (Pen. Code, § 630, et seq.)  She argues, “Individuals with whom [she] communicates have a reasonable expectation of privacy in their text and social media messaging.”  (Italics added.)  We decline to reach this argument for two reasons.  First, Minor failed to raise it below, and it is therefore forfeited.  (In re Sheena K., supra, 40 Cal.4th at p. 885 [forfeiture rule applies to appellate claims of error “involving discretionary sentencing choices or unreasonable probation conditions”].)  Second, as the italicized language indicates, Minor seeks to raise only the rights of third parties, rather than her own.  She does not, however, have standing to assert the rights of unidentified individuals who are not parties to this case.  Even if the issue had not been forfeited, we would not consider Minor’s challenge because she does not claim her own rights are affected.  (B.C. Cotton, Inc. v. Voss, supra, 33 Cal.App.4th at pp. 947-948.)
Disposition

The matter is remanded to the juvenile court for further proceedings consistent with this opinion.  In all other respects, the judgment is affirmed.
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Jones, P.J.

We concur:

_________________________

Needham, J.

_________________________

Bruiniers, J.
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� All undesignated statutory references are to the Welfare and Institutions Code.


� The facts of the underlying offense are taken from the probation report. 


� The written conditions of probation Minor signed stated this condition as follows:  “4-way submit person and any vehicle, room or property under your control to search by probation officer or peace officer with or without a search warrant at any time of day or night: electronics and passwords.” 


� The case law regarding the validity of electronic search conditions is unsettled.  (See In re A.S. (2016) 245 Cal.App.4th 758 [Division Four holding condition reasonable and not overbroad], review granted May 25, 2016, S233932; In re Erica R. (2015) 240 Cal.App.4th 907 (Erica R.) [Division Two striking condition as unreasonable]; In re Malik J. (2015) 240 Cal.App.4th 896 [Division Three holding condition reasonable but overbroad]; In re J.B. (2015) 242 Cal.App.4th 749 (J.B.) [Division Three striking condition as unreasonable].)  In addition, the Supreme Court is currently considering the validity of similar electronic search conditions in In re Mark C. (2016) 244 Cal.App.4th 520, review granted April 13, 2016, S232849, In re Ricardo P. (2015) 241 Cal.App.4th 676, review granted February 17, 2016, S230923, In re Patrick F. (2015) 242 Cal.App.4th 104, review granted February 17, 2016, S231428, and In re Alejandro R. (2015) 243 Cal.App.4th 556, review granted March 9, 2016, S232240.


� At one point in her opening brief, Minor notes there is no evidence she even owned a cell phone.  She says nothing further about this issue, and her arguments on appeal are all based on the factual premise that she possesses and uses a cell phone.  If Minor does not, in fact, have a cell phone, she would almost certainly lack standing to challenge the electronic search condition because she would not be aggrieved by it.  “[C]ourts will not consider issues tendered by a person whose rights and interests are not affected.”  (B.C. Cotton, Inc. v. Voss (1995) 33 Cal.App.4th 929, 947-948.)





10
10
1

